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Decibel
Secure.
Secure Event Production for Defense, Government, and
High-Stakes Corporate Events.

One room.

One crew.

Zero posts.

For defense contractors and defense-tech, federal agencies, financial houses and

M&A teams, pharma R&D, and high-profile individuals. Same senior-led team,

seventeen-year track record, and GSA Schedule already on file.
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T H E  P R O B L E M

When you cannot afford a leak.
The headlines do not come from bad actors. They come from a crew member's Instagram

story. A catering team's group chat. A badge photo that was never supposed to be posted. Or

a hotel Wi-Fi router that was compromised six months before your event arrived.

Most event production companies treat confidentiality as a posture. Today it is an engineering problem. A standard corporate

event has twenty to forty people on the production crew, each arriving with a personal smartphone, each with a personal

social presence, each one hour from posting a photo that identifies the client, the venue, the guest list, or the subject matter.

None of them are trying to do harm. The leak surface is structural.

Layer in the venue network — a shared hotel or conference Wi-Fi system that was designed for guest convenience, not for

your threat model — and the attack surface extends beyond anyone in the room. The following are not hypotheticals. They are

the public record.

D O C U M E N T E D  T H R E AT  I N T E L L I G E N C E

State-sponsored actors have been targeting hotel and venue networks
for more than a decade.

DarkHotel

APT

Kaspersky · 2014

→

A multi-year espionage campaign compromising luxury hotel Wi-Fi networks to target executives in defense

industrial base, pharmaceutical, electronics, and energy policy sectors. CEOs, SVPs, R&D directors. The

actor selectively attacks a single target per hotel visit, exfiltrates cleanly, and disappears.

APT28 /
Fancy Bear

FireEye /

Mandiant · 2017

Attributed to the Russian GRU. Coordinated hotel Wi-Fi attacks across seven European countries and the

Middle East, targeting business and government travelers. Credentials harvested on hotel networks, used

to infiltrate organizational networks after the victims returned home.

Operation

Masquerade
FBI / NSA / Allies

· 2026

A joint advisory from the FBI, NSA, and allied Western intelligence services warned that APT28 had

compromised more than 18,000 internet-exposed routers globally, providing persistent access into 200-plus

organizations through peripheral network appliances routinely overlooked in institutional cybersecurity

planning.

Decibel Secure is built for the events that cannot afford any of this. The leak surface is engineered out of the production

model. The network the event runs on is ours, not the venue's.
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T H E  C A P A B I L I T Y  S T A C K

Seven pillars of secure event
production.
Every Decibel Secure engagement is scoped to the client's specific threat model. The capability stack is

consistent.

PILLAR 01

Cleared & NDA-Bound Crew

Every crew member signs a project-specific NDA. Cleared

personnel sourced for engagements that require it. Small, senior,

vetted team. No rotating freelancers.

PILLAR 02

Device Control & Faraday Protocol

Signal-blocking Faraday pouches at check-in, secured lockers with

credentialed retrieval, or no-device zones. Decibel manages

inventory, intake workflow, and chain of custody.

PILLAR 03 · YOUR NETWORK, NOT THEIRS

Private Network Infrastructure — your event is secure. The hotel network is
not.
Decibel deploys a dedicated private network for your event, isolated from any venue or public infrastructure. Enterprise-

grade firewalls, segmented VLANs, managed access. Your attendees, presenters, AV, registration, and livestream run on a

network we built for you — not the hotel's, not the conference next door's, not a shared ballroom router that also serves a

lobby bar.

Your network, not theirs.

PILLAR 04

Venue Security & Badged Entry

Metal detection. Layered credentialing with visually distinct access

tiers. Pre-cleared attendee manifests. Coordinated entry and egress

timing. Access revocation protocols.

PILLAR 05

Information Discipline

No attendee social media. No personal photography. No live

streaming. Any capture is executed by pre-cleared Decibel crew

under the client's content approval workflow.

PILLAR 06

Executive Protection Coordination

We integrate with the client's EP team. Advance site surveys.

Coordinated transportation. Backstage access control. Real-time

coordination with client security and federal protective details.

PILLAR 07

Government-Ready Contracting

GSA Schedule 47QRAA22D0079. UEI L5D5MMNWMAG6. CAGE

4ZDH7. Primary NAICS 561920. Federal contracting paperwork

already on file. No vendor onboarding delay.
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T H E  R E C O R D

Why Decibel Secure.

17
Y EARS  IN  B USINESS

762
EV ENTS  PRO DUCED

35K+
O NSTAGE

PRESENTATIO NS

14
INDUSTRY  AWARDS

Industries Served

Defense & Defense Tech PRIMARY

Federal Agencies & DoD GSA  SCHEDULE

Financial Services & M&A MNPI  EVENTS

Pharma & Life Sciences R&D  SUMMITS

UHNW & High-Profile PRIVATE

How We Work

1 Confidential Discovery

Initial conversations under mutual NDA. Threat model alignment.

Contract vehicle verification for federal engagements.

2 Pre-Production

Site advance, vendor credentialing, NDA execution across

subcontractors, protocol design, integration with client security.

3 Onsite Production

Senior Decibel leadership on site. Crew operates under agreed

protocol. Device intake, credentialing, information discipline

enforced throughout.

4 Post-Production

Controlled content delivery, chain-of-custody documentation,

device sanitization, debrief with client security leads.

Federal Credentials · GSA Schedule 47QRAA22D0079  ·  UEI L5D5MMNWMAG6  ·  CAGE 4ZDH7  ·  DUNS 805083552  ·  Tax ID 26-1619768

 ·  SBA Small Business  ·  Primary NAICS 561920

Awards · 7 Silver Anvil Awards (PRSA)  ·  11 Telly Awards (Gold, Silver, Bronze)  ·  2 PR Week Awards  ·  Washington Business Journal Largest

Meeting & Event Planners (ranked #17 in 2026)  ·  Produced the 70-day AARP bus tour featured in Peabody Award-winning broadcast coverage

Request a Confidential Consultation.
Initial conversations are held under mutual NDA. No marketing drip sequence. No

unsolicited follow-up that references your company. A direct conversation about

your event, your threat model, and whether Decibel Secure is the right fit.

David Sonntag

david@decibelevents.com

703.953.4493

decibelevents.com/secure-events
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